eduroam - Connecting Windows 7

1. Select ‘eduroam’ from the list of available wireless networks
Enter your username and password: There are two options, read this bit carefully:

1: If you are setting up your device to use at a PETROC Campus:

Set Username to your Petroc username without @petroc.ac.uk added on to the end. For example:
ab12345

2: If you are setting up your device to use at another institution providing eduroam that you are visiting:

Set Username to your Petroc username with @petroc.ac.uk added on to the end. For example:
ab12345@petroc.ac.uk

You should now be connected to the eduroam wireless network.
3. Load the browser of your choice and browse to the Petroc eduroam web page: www.petroc.ac.uk/eduroam
There is a link to install a certificate on your device that will improve web browsing while on a Petroc Campus.
5. Click the link to install the certificate, ensuring it is installed in the correct certificate store:

Certificate x|

General !Deiﬁils | Certification Path |

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

 Automatically select the certificate store based on the type of certificate

& Place all certificates in the following store

Certificate store:
Browse... I
elect Certificate Store I
1 -
. Learn maore about certificate store - ristad Root Certification Authorities
£

| Intermediate Certification Authorities

| Active Directory User Object
-
i_'J_]

[~ Show physical stores
OK I Cancel I I

6. Afterinstalling the certificate you will be ready to web browse.



http://www.petroc.ac.uk/eduroam

Windows 7 FAQ:

If you receive the following message, you will need to make the following modification to the eduroam connection settings:

.
Windows Security Alert M

G The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server,

Details [ Terminate ] I Connect

L

Follow these steps:
Click on the wireless symbol by the clock and Right Click on the eduroam connection, and select properties:

Currently connected to: *5
J=% edurcam
¥ Internet access

Wireless Network Connection ~

edl.lroam R
Disconnect
Status
Properties

W Open Network and Sharing Center

1. Click the Settings button

Esmam e e [

Connection | Security |

Security type: WPA2-Enterprise =

Encryption type: ES -

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v ), Settings
[¥] Remember my credentials for this connection &

fime I'mlogged on

Advanced settings

s

J

2. Take the tick out of the Validate Server Certificate Box:

-
Protected EAP Properties %
When connecting:
..j"ac; el i
Cgnnect to these servers:
BPL-RADO Linternal petroc.a

|| Baltimore CyberTrust Root
|| Class 3 Public Primary Certification Authority s
[ Digicert Global Root CA

[ DigiCert High Assurance EV Root CA

[] Entrust.net Certification Authority (2048)

[T] Equifax Secure Certificate Authority -
A it ]

|Da not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) ~| [ configure...

[#]Enable Fast Reconnect

[ Enforce Network Access Protection

[] Disconnect if server does not present cryptobinding TLV
| |Enable Identity Privacy




You should no longer have the issue once you click ok.



